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Abstract. The purpose of this paper is to lay the foundations of a methodology for the identification,
classification and management of critical infrastructures to a much narrower range than they were
previously defined in the literature and legislation. Still, the proposed methodology can be applied to all
levels of administrative organization. These actions can help local decision makers, to jointly develop
actions and strategies to support sustainable development and to improve the general level of security.
In order to achieve these objectives, the critical infrastructures will be identified deductively, starting
from the sectors of activity present in the studied area and classified on the basis of their dependence. In
the final phase of the management process it is required to elaborate risk assessment for the critical
infrastructures previously classified, in order to maximize the benefits/cost ratio.
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Introduction. In the actual context of a dynamic society that constantly restructures its
activities, some specific risks can arise through all sectors of activity. Potential actions on
key issues in society may generate major effects on its operational capacity. In this case,
the management of these situations by the authorities is a delicate and complex process,
of which success is conditioned by various factors.

Society, just like a system, is developing on the basis of relations between the
sectors and components. Those elements which are characterized as the most sensitive
components of a system, in the context of human society, are entitled as critical
infrastructures (Cl). In a broader sense, it is acceptable to consider Cl as the backbone
of a system. With the increase of the system complexity it is recognizable that a series of
new elements are characterized by a strong susceptibility to be influenced by voluntary
or involuntary actions that tend to destabilize the system. In this context we can
appreciate that ClI will always have a high degree of vulnerability because they are
usually the first target when external or internal agents are seeking to destabilize or even
destroy a system or process (Alexandrescu & Vaduva 2006).

The trend of increasing the risk associated with vital objectives of states or
international organizations has imposed the need to develop the concept of Cl. Over the
last few years, a number of documents concerned with CI protection have offered general
definitions for critical infrastructures and have provided short lists of which
infrastructures should be included. None of these lists or definitions would be considered
definitive, but it is important to mention the “Executive Order 13010”, issued by the
President of United States in 1996, in which the Cl are defined as “... so vital to society
that their incapacity or destruction would have a debilitating impact on the defense or
economic security of the United States”. The criteria for determining what might be a
critical infrastructure, and which infrastructures thus qualify, have expanded over time
(Moteff et al 2003). As mentioned above, Cl were originally considered to be those whose
prolonged disruptions could cause significant military and economic dislocation (Moteff et
al 2003), but recent events like natural disasters and countless anthropic hazards have
conducted to the development of terminology in such a manner that the concept will
cover many more areas than it was initially projected.

To develop an integrated methodology for identification, prioritization and
management of Cl at local level, this study proposes to combine and adapt certain
methods found in the literature. One of the main objectives of this methodology is to
provide outputs that can be easily used by the decision makers, specialized or not,
involved in the process of critical infrastructure management.
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Methodology description. The current study is focused on three major topics related
with ClI management: identification, classification and risk management. These topics are
also the three major steps to be followed in the presented methodology.

Identification. Because the current study proposes a more specific approach to CI, on
an area much narrower that they were initially defined, the phase of identification may
prove challenging because of the lack of existence of a method that takes into account
only objective factors. Thus, we can say that this process is rather subjective, strongly
influenced by the experience of conducting the study and the availability of information.
In order to improve the accuracy of the study outputs, it is suggested that the
identification of Cl should be done in the spirit of the following definition (CIP Strategy
2009): “Critical infrastructures (Cl) are organizational and physical structures and
facilities of such vital importance to a nation's society and economy that their failure or
degradation would result in sustained supply shortages, significant disruption of public
safety and security, or other dramatic consequences”. It should be noted that, in the
present study, unlike the above definition, the effects of “failure” or “degradation” of ClI
are prone to affect the society and economy locally, only in exceptional cases their
impact extends to higher levels of territorial organization. In practice, it is more
convenient to identify the activity sectors present in the studied area and then to
deductively identify the representative Cl for those sectors.

Classification. In order to facilitate the decision making process and to develop local
policies more effective, it is not enough only to identify CI, they also have to be classified
on the basis of a predetermined criteria. This principle of classification may consist in the
dependency or interdependency between at least two Cl. The logic to do so, is based on
the fact that failure or malfunction of one infrastructure will impact the functionality of
the infrastructure dependent on it (Rinaldi et al 2001). If this process will continue to
other infrastructures, the effect of "waterfall" is created and the process will conduct to
the entire system failure. Considering this, the decision-makers should concentrate their
resources to that Cl of which many other Cl are dependent.

To highlight the dependency relationships between ClI and carry out a
classification of them, the methodology is recommending using a modified version of the
dependency matrix (Dunn & Wigert 2004), as seen in the Figure 1 (sectors identified in
Cluj-Napoca Municipality). The scores of dependency between various critical
infrastructures are made with ratings from 1 to 3, as follows: 1 - minor dependency; 2 -
medium dependency; 3 - major dependency.
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Figure 1. Cl dependency matrix.
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For a better understanding on how the dependency between various Cl can be evaluated
and on how to actually classify Cl based on the overall score, Figure 2 must be consulted.
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Figure 1. Dependency matrix for Critical Infrastructures of Cluj-Napoca Municpality.

The final score is obtained by the sum of all ratings for each Cl. The classification has
been done in descending order of marks obtained and CI with the highest score are the
most important (Table 1).

Table 1
Classification of Critical Infrastructures based on dependency overall score

Name of Critical Infrastructure Overall score
Public roads 65
Waste disposal system 63
Electricity distribution network 59
Police 57
Wastewater discharge network 53
Water supply network 52
Town Hall 44
Local Council 44
Directorate for Local Taxes 40
Financial network 33
Internet network 32
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Phone network 31
Universities 30

Natural gas distribution network 28
Industrial parks 28

Public transportation network 23
Comercial centers 22
Firefighters 21

Schools 16

Medical institustions 14
Hipermarkets 13
University of Medicine and Pharmacy 7
Green areas 5

Food Market 2

The entire process of classification might be subjective if the evaluator doesn’t have
access to information relevant for relations between different elements of Cl. To improve
this aspect of subjectivity, it is recommended that the study to be developed by a team
of evaluators from different fields of activity. Another important factor, which may
contribute to the level of subjectivity in the study, is the experience of the assessor.

Risk assessment. To assess the risk associated with Cl, a method developed by Federal
Emergency Management Agency in 2005 will be adjusted to fit the study specificity. The
method was originally intended to be a guide on how to mitigate potential terrorist
attacks against buildings (FEMA 2005), but the relative simplicity of the method would
recommend its usage in risk assessments related to Cl. For the risk assessment process
to be a functional one, FEMA suggests a study in five steps (FEMA 2005), as showed in
Figure 3.

Asset Value
Assessment
(Step2)

Cost analysis

--------------1

! Y

' " I i ™ = ™

Vulnerability Risk C.o!15|d.er DeC|_S|on

mitigation (Risk
Assessment Assessment options Management)
(Step3) ) (Step4) (Step5) y
-~
s A
EE—;‘;.A —

i Threat hits gy = |

Identification i P |

and Rating

\ (Stepl)

Figure 3. Risk assessment process model (FEMA 2005).

This method is considering the risk as a product of three factors: threats or likelihood of a
threat, assets value or consequnces and the vulnerability of Cl. Each of this components
is rated with marks from 1 to 10 as explained in Tables 2-4.

Once the numeric value was set for each of the elements described above, the
study will have to continue on calculating the value of the risk by multiplying the three
values. Once calculated, the value of this risk translates into a matrix, whose
characteristics are determined by the value of threats on the vertical axis and the value
of vulnerability on the horizontal axis. Since there are ten numeric classes which set the
value of the consequences, it is normally to have ten different types of risk matrices.
Figure 4 provides a better understanding of how risk matrix changes depending on the
value of the consequences. For a better visual representation three color codes have
been used, their significance being indicated in Table 5. The thresholds limits are set
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acordingly to FEMA recomandations, but they can vary based on different criteria set by
the evaluators or the decision makers, wich may consider different levels of risk as
acceptable or not.

Table 2
Threat rating scale (FEMA 2005)

Threat rating
The likelihood of a threat, weapon, and tactic being used against the site, network,
10 buildings or assets is imminent. Internal decision-makers and/or external law
enforcement and intelligence agencies determine the threat is credible.
The likelihood of a threat, weapon, and tactic being used against site, network,
8-9 buildings or assets is expected. Internal decision-makers and/or external law
enforcement and intelligence agencies determine the threat is credible.
The likelihood of a threat, weapon, and tactic being used against the site, network,
7 buildings or assets is probable. Internal decision-makers and/or external law
enforcement and intelligence agencies determine the threat is credible.
The likelihood of a threat, weapon, and tactic being used against the site, network,
buildings or assets is possible. Internal decision-makers and/or external law

-6 enforcement and intelligence agencies determine the threat is known, but is not
verified.
The likelihood of a threat, weapon, and tactic being used in the region is probable.
4 Internal decision-makers and/or external law enforcement and intelligence agencies

determine the threat is known, but is not likely.
The likelihood of a threat, weapon, and tactic being used in the region is possible.
2-3 Internal decision-makers and/or external law enforcement and intelligence agencies
determine the threat exists, but is not likely.

The likelihood of a threat, weapon, and tactic being used in the region or site,
network, buildings or assets is very negligible. Internal decision-makers and/or
external law enforcement and intelligence agencies determine the threat is non-

existent or extremely unlikely.

Table 3
Asset value scale (FEMA 2005)

Asset value

Loss or damage of the Cl’s assets would have exceptionally grave consequences, such
10 as extensive loss of life, widespread severe injuries, or total loss of primary services,
core processes, and functions.

Loss or damage of the Cl’'s assets would have grave consequences, such as loss of life,
8-9 severe injuries, loss of primary services, or major loss of core processes and functions
for an extended period of time.

Loss or damage of the Cl’s assets would have serious consequences, such as serious
injuries or impairment of core processes and functions for an extended period of time.

Loss or damage of the Cl’s assets would have moderate to serious consequences, such

5-6 L . ; :
as injuries or impairment of core functions and processes.

Loss or damage of the Cl’s assets would have moderate consequences, such as minor
injuries or minor impairment of core functions and processes

5.3 Loss or damage of the Cl's assets would have minor consequences or impact, such as a
slight impact on core functions and processes for a short period of time.

1 Loss or damage of the Cl’s assets would have negligible consequences or impact.

www.ecoterra-online.ro 79
2015, Volume 12, Issue 4



ECOTERRA - Journal of Environmental Research and Protection

Table 4
Vulnerability rating scale (FEMA 2005)

Vulnerability rating
One or more major weaknesses have been identified that make the asset extremely
susceptible to an aggressor or hazard. The CI lacks redundancies/ physical protection
and the entire Cl would be only functional again after a very long period of time after
the event.

One or more major weaknesses have been identified that make the asset highly
susceptible to an aggressor or hazard. The Cl has poor redundancies/ physical
8-9 protection and most parts of the Cl would be only functional again after a long period
of time after the event.

An important weakness has been identified that makes the asset very susceptible to
an aggressor or hazard. The Cl has inadequate redundancies/ physical protection and
most critical functions would be only operational again after a long period of time
after the event.

A weakness has been identified that makes the asset fairly susceptible to an
aggressor or hazard. The CI has insufficient redundancies/physical protection and
most part of the building would be only functional again after a considerable period of
time after the event.

A weakness has been identified that makes the asset somewhat susceptible to an
aggressor or hazard. The Cl has incorporated a fair level of redundancies/physical
protection and most critical functions would be only operational again after a
considerable period of time after the attack.

A minor weakness has been identified that slightly increases the susceptibility of the
asset to an aggressor or hazard. The Cl has incorporated a good level of
redundancies/physical protection and the Cl would be operational within a short
period of time after an attack.

No weaknesses exist. The Cl has incorporated excellent redundancies/physical
protection and the building would be operational immediately after an attack.
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Figure 4. Risk matrices based on the value of consequences of 5 and 10.
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Table 5
Risk value scale

Low risk Medium risk High risk
1-60 61-175 =176

Conclusions. Developing a methodology for the identification and classification of Cl is a
challenge especially through the complexity of the topic, but this study has revealed one
possible way on how these difficulties can be managed. The purposed methodology might
be a reliable instrument to assist public authorities in the process of CI management; it is
simple enough not to burden the procedure of planning and decision-making and is also
quite consistent for the results to be satisfactory. This methodology should be improved
in other papers in order to resolve some issues generated by the possibility to have some
erroneous results generated by subjectivity.
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